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Informed choice 

European Data Protection Directive relies on notice and consent. 
 
But: 
— Invididuals often do not read nor understand privacy policies. 

Firms do not know in advance what they will search for in the 
future and thus cannot ask for explicit consent. 

— Externalities render focus on individual choices insufficient 
(group profiling, pressure to consent due to consent of others). 
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Study I:  
Personal data fair trade 
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(with Sören Preibusch, Google) 



Consumer empowerment 

— Privacy activists pay users a share of the data rent 
(commodify.us, datacoup) 

— „Sharing the wealth“: individuals get access to their own data 
(Tene and Polonetsky 2013) 

— Websites “PleaseRobme” and “Fire Me!” 
 

→ Attempts to increase awareness, transparency, and fairness 
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Personal data fair trade 

— Value of personal data for a firm carries information about future 
uses of the data 

— Do complete and transparent contracts about the worth of 
personal data change consumer behavior, that is,…. 
 
…does the price convey information that makes people reluctant 
to share information? 
 
…do fairness concerns limit data revelation? 
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Screenshot lab experiment (1): Data provision 



Screenshot lab experiment (2): Data sharing 



Design of experiment 

 
 

— „The data you just provided are worth €2.50 [€0.25] to phil goods. 
Phil goods is offering you €0.10 such that phil goods keeps €2.40 
[€0.15] of the value.“ 

— Hypothesis (based on ultimatum game results):  
Offer of €0.10 is rejected for value of €2.50 (4%), but is accepted 
for value of €0.25 (40%). 

— Additional treatments: 
„The data you just provided are worth €2.50 [€0.25] to phil 
goods.“ 
 

— No deception as we pay the firm the indicated value of the data 
(true value is around zero), and we also transmit the data. 



Results of lab experiment: Data transmission 
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Share of participants transmitting their data when value to firm 
is €0.25 or €2.50.  
(N between 92 and 96) 
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Results of lab experiment: Data transmission 
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Results of lab experiment: Data transmission 

Share of participants transmitting their data when value to firm is €0.25 
or €2.50. (N between 92 and 96) 
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Design of mTurk experiment 

— Online experiment on Amazon Mechanical Turk (mTurk)  
— philgoods collects personal information 
— Six mandatory questions plus one control question for which they 

were compensated with $0.30.  
— Three optional data items. The value of these optional data for 

the firm is highlighted as well as the share paid out to the 
respondent. 



Screenshot 
mTurk  
experiment 



Results of mTurk experiment: Data provision 
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(N between 107 and 200)  
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Results mTurk experiment: Data provision 
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Note: N between 107 and 200  
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Treatments of mTurk experiment: copy task 

— Is the provision of personal data different from other tasks?  
Do subjects enjoy providing information about themselves? 

— Control treatments (‘copy’): participants had to copy name, job 
title and email from a scanned business card  



Results mTurk experiment: Transcription task 
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Discussion of main results 

— Fairness concerns are observed to a limited extent in the lab, but 
not on mTurk. Such concerns can be avoided by not mentioning 
payoff to the consumer. 
Possible explanations:  
→ Perceived asymmetry between firm and participants 
→ Unfairness of offer is less salient when no payoff mentioned. 

— Subjects tend to provide more personal information, the higher its 
value to the firm. 
Possible explanations:  
→ phil goods is perceived as a nice firm 
→ Subjects are efficiency oriented 

 
 
 
 
 

 
 



Study II:  
Voluntary Disclosure of Information and 

Unravelling 

 
22 
 

(with Volker Benndorf and Hans-Theo Normann, 
University of Düsseldorf) 



Strategic interactions and data provision 

— How voluntary is voluntary data provision? 
 

— Car insurance with or without GPS tracking 
— Health insurance with or without fitness tracking 
— CV background check 
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Motivation 
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www.mybackgroundcheck.com 
 
 
 
 
 
 
 
 
 
 
 
 

        
        



Motivation 

 
“As for privacy in general, it is difficult to see how a pooling 
equilibrium is avoided in which privacy is ‘voluntarily’ surrendered, 
making the legal protection of privacy futile” 
(Richard Posner,1998)  
 

 
 

è Use experiments to understand conditions under which 
unraveling happens 
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Lemons market with quality certification 
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Workers Employers 
— N=6 workers 
— heterogeneous wrt productivity 
— two actions: 

reveal productivity at a cost 
conceal (not reveal) 
productivity 

— do not know worker’s 
productivity unless revealed 

— know set of productivities in 
the market 

— perfect competition 
— played by the computer in the 

experiment 

Thus, workers are payed their (expected) productivity. 



The Revelation Game 
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—Payoffs: 
• Workers who reveal:  

earn their productivity minus revelation cost of 100  
• Workers who conceal:  

earn average productivity of workers who conceal  
—Equilibrium: 

• Sorting of productivity types 
• Amount of unraveling depends on revelation costs 

 
 

 
 



Unravelling in an experimental market 

  



Results: Revelation rates of worker types 
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Limited depth of reasoning 
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è Reveal choices are correlated with minimum required k-levels  
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New treatments 

 
Main difference to previous experiments: 
Quasi-sequential decision making   
Subjects have 5 minutes to decide. During this period, subjects 
always see the current vector of decisions and their payoff on the 
screen. 
 
Simplifies strategic reasoning necessary to reach the equilibrium: 
level-1 suffices. 
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Unraveling over time 
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Unraveling rates of worker types 
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Conclusions 

Study I:  
— Transparency with respect to value of data does not reduce data 

revelation even if deals offered are unfair. Presentation effects 
matter. 

— ‘Nudging’ consumers with prices for their data and unfair offers 
has only limited effects.  

Study II: 
— Lab experiments demonstrate substantial unraveling across all 

treatments 
— Protection of privacy may require non-lenient policies (such as 

GINA in the US) 
 
‘Notice and consent’ appear insufficient to limit data revelation in 
both studies. 
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Thank you! 
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